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Circular No: Ot - ©9 (2028

All Deputy Director Generals of Health Services
All Provincial Directors of Health Services

All Regional Directors of Health Services

All Directors

All Heads of Health Institutions

All Heads of Specialized Campaigns

Subject: Secure Sharing of Source Codes with the Ministry of Health

The Ministry of Health has established an official repository for managing and sharing source codes
developed under its purview. A Standard Operating Procedure (SOP) has been formulated to ensure
source code security and ownership under the Ministry. (Annexure 01)

All source codes of Ministry-owned systems must be shared in accordance with these SOPs.
Relevant institutions are required to comply with the procedures to maintain security and adhere to
Ministry guidelines.

For repository access or clarifications, contact devops@health.gov.1k.

Dr. ASELA GUNAWARDENA
Director General of Health Services
Ministry of Health
: = "Suwasiripaya”
Directo neral of Health Services 385, Rev. Baddegama Wimalawansa Thera Mawatha,
Colombo 10,
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Secretary of Health
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Annexuse

Standard Operating Procedure (SOP) for Managing and Sharing
Source Code - Ministry of Health, Sri Lanka

1. Purpose

This SOP provides recommended guidelines for managing, sharing, and securing source code through
two official repositories utilized by the Ministry of Health, Sri Lanka. It outlines governance, security, and
accessibility principles while adhering to best practices for software development.

The Ministry operates the following repositories:

¢ GitHub.com (https://github.com/lk-gov-health-hiu ) — For open-source projects and public
releases.

¢ Internal Git (Gitea) Repository (https://git.health.qov.lk ) - For closed-source, restricted access,
and internal development activities hosted on the Digital Health Platform (DHP) infrastructure.

2. Scope

This SOP applies to all software developers contributing to Ministry of Health projects where the
ministry retains ownership. The scope covers both the GitHub repository for public, open-source code
andtheinternal Git repository for restricted, internal development.

3. Repository Information

GitHub Repasitory
¢ Repository Name: [k-gov-health-hiu
¢ Repository URL: https://github.com/lk-gov-health-hiu
¢ Contact Email: devops@health.gov.lk

Internal Git Repository
e Repository Name: git.health.gov.lk

e Repository URL: https://qgit.health.gov.lk

e Contact Email: devops@health.gov.lk

4. Repository Use and Classification

GitHub Repository (https://github.com/lk-qov-health-hiu
e Used for open-source projects that have been reviewed and cleared of sensitive information.
e Official releases of major version numbers for codebases intended for collaboration with external
developers and international stakeholders.
e Publicly accessible to encourage open innovation and knowledge-sharing.

Internal Git Repository (https://git.health.gov.lk)

¢ Used for closed-source, restricted, and internal projects under the Ministry of Health's Health
Information Unit (HIU).



o Principally For active development, continuous integration, and DevOps activities.
o User specific repositories for MoH Staff, Consultants for MoH work
* Repositories classified as non-public or internal, accessible only to authorized personnel.

5. Code Contribution Recommendations

For both repositories, contributors are expected to:
¢ Ensure no sensitive data (e.qg., credentials, patient data) is included in the codebase. Please use
local .env files for secrets management of secrets server
¢ Maintain proper documentation and comments
o Followindustry-standard repository structures based on the tech stack used.

6. Recommended Repository Structure

A well-structured repository is crucial for maintaining organized, readable, and scalable projects. The
Following best practices are recommended for setting up and maintaining repositories on both GitHub
and the internal Git repository (git.health.gov.lk):

General Setup Recommendations

¢ Initialize the repository with essential files: Ensure the following files are always included:

o README .md: Contains a clear project overview, installation/setup instructions, and contact
details.

o LICENSE: Specifies the terms of use for the project code. Select appropriate open-source
licenses for public projects (e.g., MIT, Apache 2.0).

o .gitignore: Defines files and directories to be ignored by Git (e.q., compiled binaries,
temporary files, logs).

o CHANGELOG.md: Documents changes and updates for each version.

o CONTRIBUTING.md: Provides guidelines for external contributions (particularly for
GitHub).

¢ Directory Structure: Organize directories logically and consistently based on the project’s tech
stack and purpose. A typical structure might include:

/src # Source code

/docs # Documentation files

/tests # Unit and integration tests

/config # Configuration files (non-sensitive)
/scripts # Automation and support scripts

¢ Environment Configuration: Use separate configuration files for different environments
(development, staging, production) without hardcoding secrets.

o Code Style Guidelines: Maintain consistency in coding style. Include a CODINGSTANDARD . md file
to describe language-specific conventions.



7. Branching Strategy, Version Control, and Collaboration — Best Practices

A robust branching and version control strategy is essential for collaboration, minimizing conflicts, and
ensuring code quality. The Ministry recommends using Gitflow as a standard branching model, with the
Following refinements and additional best practices:

Branching Strategy
* Main Branch (main or master):
o Contains stable, production-ready code.
o  Should only be updated via pull requests from release or hotfix branches.
o Protected branch —direct pushes should be disabled.
* Development Branch (develop):
o Used for active development and integration of new features.
o May contain partially completed features but must remain functional.
o Feature Branches (feature/): ‘
o Created from the development branch for individual features or tasks.
o Named descriptively (e.g., feature/use r-authentication).
o Merged back into develop when complete and reviewed.
¢ HotfixBranches (hotfix/):
o Forurgent fixes to production code.
o Created from the main branch and merged back into both main and develop after the fix is
applied.
¢ Release Branches (release/):
o Used to prepare a new production release.
© Merges from develop and allows for final testing and bug fixes.

Version Control and Tagging
¢ Semantic Versioning (SemVer): Follow the convention MAJOR . MINOR . PATCH (e.g.,
v1.08.8):
o Increment MAJOR for incompatible APl changes.
© Increment MINOR for new functionality that is backward-compatible.
o Increment PATCH for backward-compatible bug fixes.
® Annotated Tags: Use annotated tags (git tag -a) for marking specific releases and providing
descriptive messages.
¢ Commit Messages: Use clear, concise commit messages following a standard format:

[TYPE]: [Short Description]
Example: feat: Add user authentication module

Common commit message types:
o feat: New feature
o fix:Bug fix
© docs: Documentation update
o test: Adding or updating tests
o refactor: Code refactoring without changing functionality



4
Collaboration and Review
* PullRequests (PRs): All code changes must go through pull requests, ensuring they are reviewed
by at least one peer before merging.
¢ Code Reviews:
o Focus on functionality, readability, and adherence to coding standards.
o Ensure proper testing has been conducted before approving a PR.
¢ Automated Testing and Continuous Integration:
o Configure Cl pipelines to run automated tests and security scans for every PR.
o Block merging if critical tests Ffail.
o Conflict Resolution: Regularly sync feature branches with develop to avoid large conflicts.
Address conflicts promptly and collaboratively.

8. Repository Access and Management

GitHub Repository
¢ Access can be requested via devops@health.gov.1K.
 An official request should be submitted to the Director (Health Information), specifying project
details and required access levels.
¢ Public repositories are subject to approval by the HIU.

Internal Git Repository
e Access can be requested via devops@health.gov.1k.

e Admin privileges granted to officially designated users to manage permissions.
¢ Restricted repositories available only to authorized stakeholders.

9. Code Review and Quality Assurance

¢ Code changes are recommended to go through pull requests.
e Peerreviews are encouraged before merging code.

10. Deployment and CI/CD

Internal Git Repository: Usad for active CI/CD pipelines, primarily through the Digital Health Platform
(DHP) infrastructure.
¢ GitHub Actions and similar tools may be used for continuous integration and deployment (CI/CD).
e Automated workflows may include:
o Code builds and testing
o Security scans
o Deployment to development, staging, and production environments



11. Security Best Practices

Branch protection rules should be enforced to prevent unauthorized changes.

Two-factor authentication (2FA) is recommended for all users.

GitHub Actions secrets should be used for managing credentials securely.

Vulnerability scanning tools (e.g., CodeQL, Snyk) may be implemented to detect security risks.

12. Issue Tracking and Documentation
e GitHub Issues: Used to track bugs, enhancements, and tasks for public projects.
e Internal Git Issues: For managing internal project workflows and DevOps activities.
e Use a wiki or external documentation platform for detailed project information.

13. Compliance and Recommendations

Adherence to this SOP is strongly recommended for all contributors to maintain consistent governance
and security.

14. Contact for Support

For technical assistance, contact devops@health.gov. 1k.

Dr ASELA GU NAWARD ZNA
Director General of Health Services
Ministry of Health
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Director General of Health Services




